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Disclaimer:
Nous Group (Nous) has prepared this report or the benefit of Cancer Australia (the Client).
The report should not be used or relied upon for any purpose other than as an expression of the conclusions and recommendations of Nous to the Client as to the matters within the scope of the report. Nous and its officers and employees expressly disclaim any liability to any person other than the Client who relies or purports to rely on the report for any other purpose.
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Nous has prepared the report with care and diligence. The conclusions and recommendations given by Nous in the report are given in good faith and in the reasonable belief that they are correct and not misleading. The report has been prepared by Nous based on information provided by the Client and by other persons. Nous has relied on that information and has not independently verified or audited that information.
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	DISCLAIMER 

	The Data Governance Framework and the Quality Assurance Framework have been developed to support a potential Lung Cancer Screening Program (LCSP). While the Data Governance Framework has been written as if the LCSP has been implemented, Nous recognises the LCSP is still in early stages of scoping, and that some aspects of the design and operation of the LCSP are subject to further design and planning. 
Further program design decisions may impact the recommended data governance approach. Instances where future decisions are likely to have significant implications on the guidance outlined in the Data Governance Framework are highlighted either via a call out box or a footnote. 
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[bookmark: _Ref110456112]The Lung Cancer Screening Program
Population based screening helps identify, and reduce mortality from, treatable diseases in at-risk Australians. Population-based cancer screening programs have been a key lever in Australia’s approach to cancer control and have demonstrated the success of screening programs.[footnoteRef:2] Targeted lung cancer screening using low-dose computed tomography scans (LDCT) has increasingly been shown to effectively reduce deaths from lung cancer.[footnoteRef:3] The establishment of a Lung Cancer Screening Program (LCSP) in Australia provides a unique opportunity to reduce morbidity and mortality from lung cancer by focusing on early detection and prompt treatment. [2:  Australian Institute of Health and Welfare (July 2022). Cancer Screening. Available at: https://www.aihw.gov.au/reports/australias-health/cancer-screening-and-treatment]  [3:  Oudkerk, Liu & Heuvelmans (October 2020). Lung cancer LDCT screening and mortality reduction - evidence, pitfalls and future perspectives. Available at: https://pubmed.ncbi.nlm.nih.gov/33046839/] 

Context and purpose of the Data Governance Framework
The Australian Institute of Health and Welfare (AIHW) defines data governance as a system of decision rights and accountabilities for information related processes, executed according to agreed-upon models which describe: who can take what actions, with what information, when actions can be taken and what methods can be used.[footnoteRef:4] The Data Governance Framework outlines the data related systems, rights and accountabilities for the LCSP and supports safe and quality data management. It is one of three documents that support the quality and governance of the LCSP: [4:  Australian Institute of Health and Welfare, Data Governance Framework, Australian Government, 2021, available at: https://www.aihw.gov.au/getmedia/c3e00f60-c40d-4989-ad22-de1be3ab5380/Data-Governance-Framework-2021.pdf.aspx] 

A Quality Assurance Framework ensures a safe and effective screening program by defining how the LCSP will be measured, monitored, and evaluated. It outlines the requirements to be achieved and how to maintain high performance and understanding of the outcomes delivered.
A Data Governance Framework (this document) ensures appropriate authority and control is applied to collected data. It ensures data management is included in the quality assurance, monitoring, and evaluation of a LCSP.
A Data Dictionary provides an authoritative source of data definitions and meets the need for national standardisation.

	PURPOSE OF THE DATA GOVERNANCE FRAMEWORK
The purpose of the Data Governance Framework is to provide a clear overview of the direction, control and management of data-related components, functions, and mechanisms responsible for supporting the delivery of the LCSP. This Data Governance Framework helps to: 
Establish a rigorous and structured approach to the governance and management of all data-related aspects in the LCSP.
Provide a clear governance structure for data governance, data management and program management of the LCSP, including the identification and delegation of specific roles, responsibilities, and accountabilities.
Ensure the collection of data that is high-quality, complete, consistent, and fit-for-purpose.
Ensure the secure and sensitive management of data in adherence with safety, privacy, and confidentiality requirements.
Establish review and feedback processes that facilitate the upkeep of the Data Governance Framework and data governance functions, as well as encourage continuous improvement of the LCSP.


The Data Governance Framework includes:
An approach for data governance (Section 2)
Data governance structure and accountability (Section 3)
Tools, systems, and procedures (Section 4)
Review and feedback (Section 5).
Who should use the Data Governance Framework
The Data Governance Framework should be used by health professionals, professional and accrediting bodies, and government departments. Table 1 highlights the intended audience for the Data Governance Framework.
[bookmark: _Ref111712342]Table 1 | Intended users and uses of the Data Governance Framework
	User
	Use case examples
	Example organisation/groups

	Health professionals providing services to the LCSP
	Health professionals may use the Data Governance Framework to:
Understand how data collected as part of the LCSP will be managed and used
Align existing data collection and management practices, and data landscape with the requirements of the LCSP
Understand data-related policies and standards that should adhere to.
	General practitioners (GP)
Radiologists
Radiographers
Other relevant health professionals involved in the screening and pathway
Cancer multi-disciplinary teams (MDT) and cancer specialists.

	Organisations providing services to the LCSP
	Organisations providing services to the LCSP may use the Data Governance Framework to:
Understand how data collected as part of the LCSP will be managed and used
Align existing data collection and management practices, and data landscape with the requirements of the LCSP
Understand the data-related policies and standards that data providers should adhere to.
	Public and private hospitals
Specialist clinics
Primary care
Primary health networks and local hospital districts
Radiology providers.

	Australian Government
	The Australian Government may use the Data Governance Framework to:
Inform data-related decision-making and delegation of responsibilities of the LCSP
Align existing data collection and management practices with best practice, and where necessary, establish new practices 
Ensure that data is collected, managed, and use is consistent with best practice, legislation and policy
Use the LCSP as reference for future similar screening programs.
	Australian Government Department of Health and Aged Care (the Department)
Australian Institute of Health and Welfare (AIHW)
Cancer Australia
Australian Commission on Safety and Quality in Health Care.

	Professional groups
	Professional groups may use the Data Governance Framework to:
Understand how data collected as part of the LCSP will be managed and used
Understand the process and procedure for accessing and using data, particularly for research purposes
Provide a reference for data governance practice in healthcare and other LCSPs.
	The Royal Australian College of General Practitioners
The Royal Australian and New Zealand College of Radiologists
Royal Australasian College of Surgeons
Royal Australasian College of Physicians
Australasian Association for Quality in Health Care.

	Accrediting bodies

	Accrediting bodies may use the Data Governance Framework to:
Understand how data collected as part of the LCSP will be managed and used
Guide the development of accreditation and standards of practice for the LCSP.
	State and territory governments 
Diagnostic imaging accreditation scheme
Medical Radiation Practice Board of Australia
Australian Commission on Safety and Quality in Health Care.

	Screening program participant – eligible
	Consumers may use the Data Governance Framework to:
Understand how their data will managed as part of the LCSP
Understand the types of data to be collected along the screening and assessment pathway
Understand the processes and policies that protect data privacy and consent in the LCSP. 
(Noting the Data Governance Framework has not be primarily developed for a consumer audience)
	Individuals in the eligible cohort for the LCSP


Management of the Data Governance Framework
The LCSP Data Governance Committee (see Section 3.2 for details on roles and responsibilities) will be responsible for reviewing and updating the Data Governance Framework, particularly as the program matures. Updates will be based on regular reviews of the LCSP and the Data Governance Framework. Key stakeholder and advisory groups will be engaged with in the event of significant change.
[bookmark: _Toc115782278]The lung cancer screening and assessment pathway
This section outlines the screening and assessment pathway (also see Appendix B) and in particular, the boundaries around the delivery of health services within the LCSP.  
The screening and assessment pathway
The LCSP provides lung cancer screening to Australians who are:
55 to 74 years of age and part of the general population or 50 to 74 years of age and Aboriginal and Torres Strait Islander, and
current or former smoker, with a
PLCOm2012 6-year risk score ≥1.51%.
The screening and assessment pathway outlines a common participant journey through the LCSP (see Appendix B). The screening and assessment pathway has five main steps:  
1. Recruitment (initial invitation and ongoing biennial scans)- people within the eligible age range (general population aged 55 to 74 years or Aboriginal and Torres Strait Islander Peoples aged 50 to 74 years) who are ever smokers (current or former smokers) are identified and invited/eligible to undertake a risk assessment. This group is known as the Screening Program Population. 
2. Eligibility - the Screening Program Participant cohort undertake a risk assessment with a health care professional (general practitioners, Aboriginal healthcare workers, Aboriginal healthcare professionals or primary care nurses) using the PLCOm2012 risk assessment tool[footnoteRef:5] to determine eligibility for the program. [5:  Weber, Yap & Goldsbury (July 2017). Identifying high risk individuals for targeted lung cancer screening: Independent validation of the PLCO m2012 risk prediction tool. Available at: https://pubmed.ncbi.nlm.nih.gov/28249359/] 

3. Screening – the screening program participants – eligible cohort undergo a low-dose computed tomography (LDCT) scan from a radiology provider.
4. Diagnostic assessment - a radiologist reads and reports the LDCT scan and provides a scan report to the general practitioner.
5. Management (‘usual care’) – Eligible Participants – scanned with high malignancy risk or suspected lung cancer are referred to a specialist linked to an MDT for diagnosis and management.
The Data Governance Framework is applicable to all data and metadata that is collected and managed along the screening and assessment pathway, including:
Clinical patient data and unit record data of individuals, including LDCT scans, diagnostic reports, date of cancer diagnosis, date of screening and patient and service provider identifiers 
Data and metadata from the LCSP that is stored in the central register (the register).
Linked data sets that combine data from the LCSP with other administrative datasets, for example data from population-based cancer registries, the Australian Cancer Database or other relevant health datasets. 
Data which may not fall strictly within the scope of the LCSP should be governed in accordance with the direction of its delegated data custodian(s) and the associated policies and procedures.
[bookmark: _Toc115782279]Policy and legislative environment
The Data Governance Framework is designed to ensure compliance with the legal, regulatory and governance environment in which the LCSP operates. This includes compliance with national, state and territory legislation, policies, guidelines and standards. Key national policies and legislations used to inform the Data Governance Framework include:
Privacy Act 1988 (and Australian Privacy Principles)[footnoteRef:6] is the principal legislation that protects the handling of personal information regarding individuals including the collection, use, storage, and disclosure of information across federal public sector and private sector. The Privacy Act 1988 alongside the Australian Privacy Principles informs the privacy and security principles in the Data Governance Framework and reinforces the policies and procedures pertaining to data collection, use, storage, and access. [6:  Privacy Act 1988 (Cth). https://www.legislation.gov.au/Details/C2018C00292] 

Freedom of Information Act 1988[footnoteRef:7] is the principal legislation that gives members of the public access to information and data held by the Australian Government and its agencies. The policies and procedures included in the Data Governance Framework for data access and sharing, as well as the principles for usage, access and sharing, align with the Freedom of Information Act 1988. [7:  Freedom of Information Act 1982 (Cth). http://www8.austlii.edu.au/cgi-bin/viewdb/au/legis/cth/consol_act/foia1982222/] 

Data Availability and Transparency Act 2022[footnoteRef:8] regulates and controls access to Australian Government data with an aim to enhance the availability and use of government data, assist the delivery of effective policies and services, and support research. The Data Availability and Transparency Act 2022 informs policies, procedures, and agreements associated with accessing and sharing data in the LCSP. It also places safeguards on data sharing to private entities, unincorporated bodies, and foreign entities. [8:  Data Availability and Transparency Act 2022 (Cth). https://www.legislation.gov.au/Details/C2022A00011] 

National Health Information Agreement (NHIA)[footnoteRef:9] is an agreement between the Australian Government, and state and territory government health authorities to coordinate the development, collection and sharing of health information. The purpose of the NHIA is to ensure the availability of nationally consistent and high-quality health information that can be used to support policy and program development and improve the overall delivery of health services.  [9:  The Australian Institute of Health and Welfare (2013). National Health Information Agreement. https://meteor.aihw.gov.au/content/182135#:~:text=The%20National%20Health%20Information%20Agreement,state%2Fterritory%20government%20health%20authorities] 

National Cancer Screening Register (NCSR) Act 2016[footnoteRef:10] provides a legal framework for the operation of a national cancer screening register for information associated with the National Bowel Cancer Screening Program and National Cervical Cancer Screening Program. The NCSR is a central data registry that supports the delivery of cancer screening programs and provide access to information about cancer screening. The NCSR does this by creating unique electronic records for each program participant and providing infrastructure for the collection, storage, and analysis of screening program data. The NCSR Act lays out the roles and responsibility of the NCSR relative to the program’s data governance and informs procedures for data storage, use and sharing. [10:  National Cancer Screening Register 2016 (Cth). http://classic.austlii.edu.au/au/legis/cth/consol_act/ncsra2016315/] 

National Health and Medical Research Council Act 1992[footnoteRef:11] enables the National Health and Medical Research Council (NHMRC) to release evidence-based national guidelines for supporting health and medical research relating to environmental health, health and research ethics, clinical practice, and public health. Standards and procedures for data governance processes incorporates the national guidelines and standards set by the NHMRC and will be updated in accordance with future versions. [11:  National Health and Medical Research Council Act 1992 (Cth). http://www8.austlii.edu.au/cgi-bin/viewdb/au/legis/cth/consol_act/nhamrca1992342/ ] 

A complete list of relevant documentation is detailed in Appendix C.
	NOTE TO CANCER AUSTRALIA: LEGISLATIVE ENVIRONMENT 

	This section of the Data Governance Framework should be regularly updated to include any new legislation that impacts the data processes adopted by the LCSP.  
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[bookmark: _Toc115782281]Vision and objectives for data governance in the LCSP
The LCSP is supported by a robust and efficient data governance processes that ensures data is collected and managed appropriately across the LCSP. Effective data governance also seeks to delineate responsibilities and address challenges emerging from the existing data landscape of the LCSP.
The LCSP intends to deliver data governance that is manageable and measurable, where the outcomes of data governance are:
Accountability is appropriate and transparent where data governance decisions are aligned to the LCSP’s goals and directly linked to specific roles and responsibilities.
Quality for data collection and management adheres to the standards mandated by policy, legislation and the requirements of the LCSP.
Privacy and security of all stakeholders are protected and respected across all aspects of the LCSP.
Accessibility and equity over data used and accessed is fair and uniform for all stakeholders and participants and the use of personal data is based on informed consent. 
[bookmark: _Ref110439064][bookmark: _Ref111554459][bookmark: _Ref111555475][bookmark: _Toc115782282]Data Governance Conceptual Model
The Data Governance Conceptual Framework (see Figure 1) provides the approach for data governance across the LCSP. It identifies the key components of data governance with the overarching vision and objectives. A brief description of each component is provided below the diagram.  
[bookmark: _Ref109345259][bookmark: _Ref109345256][bookmark: _Ref110456355]Figure 1 | Data Governance Conceptual Framework 
[image: Conceptual Framework for data governance across the LCSP]
Governance levers
Governance levers are the broad strategic components that play critical roles in execution of good data governance. These levers are:
People: Key roles and responsibilities are defined for decision-making bodies, custodians and stewards and there are collaborative relationships between stakeholders. 
Processes: Documented and readily accessible processes are in place for collecting, storing, sharing, maintaining and releasing data. 
Technology: ICT infrastructure and platforms are established that support efficient and secure management of data and analytical tools and technologies that support monitoring and reporting.
Enablers
Enablers are operational components that support strategic directives set by governance levers, ensuring that actions and resources required for good data governance are operationalised in the right way. The main enablers to strong data governance are:
Governance structure, roles, and responsibilities: A systematic and pragmatic approach for the delegation of decision-making and accountabilities across key stakeholders.
Policies and procedures: A set of rules that ensures data governance functions and operations are occurring as intended, and in accordance with standards, policy, and legislation.
Tools and systems: Specific tools and systems used to support data governance and carry out data-related operations including data collection. 
Guiding principles
Data governance of the LCSP is underpinned by a set of guiding principles. These principles, some of which are mandated through legislation, aim to guide data governance towards its vision, objectives, and outcomes. There are four types of principles that support data governance across the data life cycle: 
Governance principles guide the overall data governance of the LCSP.
Collection and management principles guide what type of data is collected, how data is collected and handled, and what processes are used to ensure data is useable and of appropriate quality. 
Privacy and security principles guide the secure environment(s) for data collection and management with respect to protecting the privacy and confidentiality of the participant and their data.
Usage, access and sharing principles ensure various types of data are being used, accessed, and shared in fair and accessible ways. 
A summary and description of the principles are provided below and in Table 2.
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	#
	Principles
	Description 

	1
	Governance principles

	1.1
	Complementary
	Data governance functions draw upon, support and enhance the existing governance arrangements and structures within the current data landscape and healthcare system. 

	1.2
	Integrity
	Stakeholders involved in data governance exercise their role and responsibilities in a truthful manner in line with the best interests of the program and its participants.

	1.3
	Transparent
	Governance and data-related decisions are open and clearly justified to participants and relevant stakeholders.

	1.4
	Exhaustive
	Appropriate data governance exists across all aspects of the program.

	1.5
	Indigenous data sovereignty
	Data-related decisions and processes incorporate Indigenous Data Sovereignty principles.

	1.6
	Accountable
	Clear governance and roles identify responsibility for the data, and are able to demonstrate compliance with relevant policies, legislation, and contractual agreements.

	1.7
	Adaptive
	Data governance structures and processes are capable of rapid change in response to changes to the program and its operating environment.

	1.8
	Compliant
	Data governance functions are undertaken in adherence to policy and legislative requirements.

	2
	Collection and management principles

	2.1
	Efficient
	Data required to be collected is specific, adequate and is not collected in excess of the minimum dataset. Data is collected from pre-existing datasets where such data exists.

	2.2
	Viable
	Data collections are fit-for-purpose and feasible to enable monitoring and evaluating program performance and outcomes.

	2.3
	Consistent
	Data collected across the program is standardised and comparable and supported by a comprehensive Data Dictionary.

	2.4
	Completeness
	Data that is required for the effective management and quality assurance of the program is fully collected.

	2.5
	Accurate
	Data collected is reflective of what is true. Tools and systems identify mistakes, omissions, and inconsistencies within data collections and prompts these to be addressed, including through integration and resolution of inconsistencies across databases.

	2.6
	Maintainable
	Data governance processes ensure the upkeep of data collections and the upkeep of tools and systems supporting data collection and management.



	3
	Privacy and security principles

	3.1
	Robust
	Privacy and security measures are effective and reliable for the collection, storage and use of data.

	3.2
	Risk-based
	Policies, tools and systems identify and mitigate risk to ensure data-related processes and activities occur with minimal uncertainty.

	3.1
	Confidential
	Data collected from participants and related stakeholders is protected against unlawful or unauthorised access, disclosure, or exploitation.

	4
	Usage, access and sharing principles

	4.1
	Consent
	Data is used, accessed, and shared with the informed consent of the participant or an agreed delegate on behalf of the participant. 

	4.2
	Equitable
	Procedures and policies for using, access and sharing data are fair and consistent for all stakeholders. 

	4.3
	Accessible
	Access to data should be made publicly available to reflect the Australian Government’s commitment to open and public datasets, while protecting the privacy and confidentiality of participants and related stakeholders.
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[bookmark: _Ref109089348][bookmark: _Ref109089371][bookmark: _Ref109089381][bookmark: _Ref110338903][bookmark: _Ref110552359][bookmark: _Toc115782284] Data governance structure 
A systematic and clear structure for data governance is a pivotal enabler for ensuring that people are empowered to make effective and efficient decisions. The data governance structure ensures that the responsibilities, accountabilities, and escalation points for data issues, data-related processes and technologies are unambiguous. The data governance structure is distinguished into three primary governance groups that support different aspects of the program: 
Program management and oversight focuses on the broader quality assurance and data governance of the LCSP, including a program-wide governance committee that directly engages with the data governance, risk and compliance, and advisory functions. 
Data governance oversees the assurance and compliance of data governance functions across the LCSP in line with the agreed Data Governance Framework. This includes a program-wide Data Governance Committee that coordinates with delegated data custodians, the AIHW and the AIHW Ethics Committee.
Data management captures the day-to-day data management and operations that ensure appropriate data quality and completeness across the LCSP. 
The data governance structure for the LCSP is illustrated in Figure 2. The roles and responsibilities of each governance group are outlined in Table 3 of Section 3.2.
	NOTE TO CANCER AUSTRALIA: DATA GOVERNANCE STRUCTURE 

	Section 3.1 provides an overview of data governance structure, roles, and accountabilities, noting they are subject to further discussion with the Australian Department of Health and Aged Care (the Department) and other key stakeholders.
The Department has provided feedback concerning the LCSP Quality, Safety and Management, Strategic Advisory Committee, and Aboriginal and Torres Strait Islander Advisory Group within the Program management and oversight group. Nous has noted that these are existing roles and responsibilities identified and determined in the Lung Cancer Screening Enquiry. Nous’ response to this feedback is discussed in the companion Considerations Report. 
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[bookmark: _Ref111554162]Figure 2 | Data governance structure[image: Diagram of the LCSP data governance structure]
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Well-defined roles and responsibilities drive clarity and decisiveness across data governance of the LCSP. The LCSP encompasses a wide range of data governance roles and responsibilities delegated to program management groups, specific data governance groups and individuals as outlined in Section 3.1. These roles and responsibilities are detailed in Table 3.
[bookmark: _Ref109641933]Table 3 | LCSP roles and description of data governance responsibilities and accountabilities
	Roles
	Description of responsibilities and accountabilities

	Program management and oversight roles

	LCSP Quality, Safety and Management committee
	The primary responsibilities and accountabilities of the LCSP Quality, Safety and Management committee are to:
Oversee the delivery of the program including quality, safety and monitoring of the overall LCSP.
Endorse the Governance Framework, the Quality Assurance Framework and KPI set.
Establish and deliver the program’s strategic direction along with facilitating its strategic management and governance.
Coordinate with the program’s advisory, risk and compliance functions, and engage with relevant government and healthcare stakeholder groups.
Identify and manage key risks and issues that impact the overall program.
Ensure compliance with relevant legislation, policies and standards across the entire program.
Promote coordination and integration across the program in relation to sector-driven medical and digital innovation, policy developments, the use of data and technology, and healthcare professional and provider inputs.
Perform regular reviews on program performance and provide program-wide recommendations to improve performance and outcomes.

	Strategic Advisory Committee
	The responsibilities of the Strategic Advisory Committee are to:
Advise on the future policy directions and program development based on insights drawn from clinical best practice, international research and case studies, and emerging technologies.
Identify emerging challenges and risks that impact the LCSP.
Inform deliberations of the other core National Program Committees.
Manage the research priorities of the LCSP’s research function.
Assess and respond to challenges associated with measuring KPIs appropriately and undertaking effective quality assurance.

	Aboriginal and Torres Strait Islander Advisory Group
	The responsibilities of the Aboriginal and Torres Strait Islander Advisory Group are to:
Advise on culturally safe and sensitive development and delivery of the LCSP.
Advise on strategies to promote awareness and access for the program in Aboriginal and Torres Strait Islander communities.
Ensure data governance functions accord with indigenous data sovereignty standards.
Provide advice on the appropriate collection and reporting of data relevant to Aboriginal and Torres Strait Islander people.
Ensure equitable delivery and access to the LCSP.
Members of the Aboriginal and Torres Strait Islander Advisory Group are also included on other Program Management and Oversight Committees, to embed cultural advice, support and leadership.

	Consumer Advisory Group
	The responsibilities of the Consumer Advisory Group are to:
Advise on LCSP development and delivery to diverse groups of consumers.
Engage with consumers to inform LCSP development in line with strategic and consumer intent.
Ensure equitable delivery and access to the LCSP.
Provide advice on the appropriate collection and reporting of participant data.

	Risk and Security Committee (including the chief privacy officer)
	The responsibilities the Risk and Security Committee are to:
Ensures appropriate risk and security compliance and facilitating risk management across the LCSP.
Establishes and maintains risk frameworks and policies.
Conduct risk and security audits on data assets and collections, as well as data-related processes and policies.
The responsibilities for the chief privacy officer are to:
Ensure appropriate privacy compliance across the LCSP and enable the management of related risks.
Provide direction and guidance to the LCSP Quality, Safety and Management committee on privacy risks and issues that concern the LCSP.
Notifies LCSP Quality, Safety and Management committee in the events of significant risk detection, unlawful disclosures or threat events occurring (such as data breaches).

	Data governance roles

	LCSP Data Governance Committee
	The primary responsibilities and accountabilities of the LCSP Data Governance Committee are to:
Oversee and ensure LCSP management and compliance in line with the agreed data governance and quality assurance frameworks.
Reviews and assesses reports on key risks and issues, updates to data accessibility and data access applications escalated from data custodians. 
Report to the LCSP Quality, Safety and Management Committee, and Risk and Security Committee on significant data governance risks and issues as required.
Authorise data access requests, in coordination with the AIHW Ethics Committee, for research use and other usage purposes, where exceptions have been granted.
Delegate data custodianship, in coordination with the AIHW Ethics Committee, over the program’s data assets and collections as required.
Ensure data management and collection processes and procedures are in line with national data and clinical standards.
Monitor program performance and progress as well as performing regular review and feedback processes.
Develop and maintain data standards to determine and evaluate the appropriateness of KPIs.

	Data Custodians
	The responsibilities of data custodians are to:
Control access to program’s data assets and collections in line with relevant legislation, policies and standards.
Establish and upkeep data quality frameworks as well as data security and privacy processes, policies and procedures.
Coordinate with data stewards and data providers to ensure data quality and address issues relating to data quality and integrity.
Oversee the storage processes for data assets and collections.
Establish relevant documents to ensure appropriate business continuity and disaster recovery of the LCSP.
Report to the LCSP Data Governance Committee regarding key risks and issues relating to data quality and security, updates to data accessibility, and data access applications.

	AIHW Ethics Committee
	The responsibilities of AIHW Ethics Committee are to:
Coordinate with LCSP Data Governance Committee to review and authorise data access applications for research use and other usage purposes, where exceptions have been granted.
Delegate data custodianship, in coordination with the LCSP Data Governance Committee, over the LCSP’s data assets and collections as required.
Report on any data-related security or privacy threat concerning the program’s data assets and collections to the LCSP Data Governance Committee.

	Data management roles

	Data Steward(s)
	The responsibilities of data steward(s) are to:
Ensure data quality and the fitness for purpose of data assets, including metadata assets.
Perform regular review, monitoring and reporting on data assets, and data-related processes and policies.
Manage data assets and collections from the program with respect to strategic intent as well as relevant legislation, policies and standards.
Report to the data custodians regarding key risks and issues relating to data quality.
Engage and deliver feedback to data providers and other relevant stakeholders relating to data quality.

	Data user roles

	Data users
	Data users of the LCSP will be those who have been granted access to the LCSP’s data assets and collections by a delegated authority. The responsibilities of data users are:
Agree to confidential use and maintain the security and privacy of the data accessed in line with relevant legislation, policies, standards and the agreed Data Governance Framework.
Use data appropriately in accordance to agreed terms and conditions, and arrangements.
Report any data-related security threats or data quality issues in a timely manner.
Obtain data access approval from the LCSP Data Governance Committee and potentially the AIHW Ethics Committee, or other delegated authorities.

	Data providers
	The main data providers for the LCSP are general practices (GPs), radiology practices and specialist practices. The responsibilities of data providers are to:
Agree to program requirements and data governance procedures and policies to indicate ongoing involvement and data provision across the program. 
Ensure and maintain the quality, security and privacy of data provided to the LCSP in line with relevant legislation, policies, standards and the agreed Data Governance Framework.
Ensure that data provided as a part of the LCSP is an accurate record of the participants and services delivered. 
Ensure compliance in data collection in line with relevant legislation, policies, standards and the agreed Data Governance Framework.
Document and maintain consent from program participants entering or withdrawing from the LCSP and transfer to a lung cancer screening register.
Ensure their software and data infrastructure is compatible with evolving LCSP and data governance requirements, especially relating to data quality.
Implement recommendations provided by the LCSP Data Governance Committee on improving data quality and data-related processes relating to the LCSP.
Report any data-related security or privacy issue to a delegated data custodian.
Work with data custodians to mitigate and/or solve any issues regarding data quality and completeness.


[bookmark: _Ref109122354][bookmark: _Ref109122357][bookmark: _Ref110458101][bookmark: _Ref110458105][bookmark: _Ref110459323][bookmark: _Toc115782286]Tools, systems and procedures
[bookmark: _Ref110545452][bookmark: _Ref110545456][bookmark: _Toc115782287]Key systems and tools to support data governance 
Effective data governance is enabled by the tools, systems and procedures that support the collection and management of data. Such tools, systems and procedures maintain data quality and security in line with principles highlighted in Section 2.2, and support strategic and operational components of data governance. This section outlines the relevant data standards, data-related policies and procedures, and tools and systems.
	NOTE TO CANCER AUSTRALIA: TOOLS SYSTEMS AND PROCEDURES

	Section 4.1 provides an overview of the policies and procedures required for good data governance. Developing associated policies are outside the scope of this work and will require further consideration if the LCSP is operationalised. It will be important for Cancer Australia to consider the tools, infrastructure and systems to support data governance with the outcomes of other scoping project work streams, as well as how these relate to functions of a future register.


Clinical data and general data standards
The LCSP governs a wide range of clinical, demographic and participant-specific data. It is important that data governance is underpinned by robust and relevant data standards to ensure data quality and consistency. The LCSP adheres to a combination of clinical data standards, widely accepted data standards, and national data standards, including:
Australia Privacy Principles 
International Classification of Primary Care version 2 (ICPC-2)
International Classification of Diseases Version 10, Australian Modification (ICD-10-AM)
Information Security Management (ISO/IEC 27001)
Indigenous Data Sovereignty Principles
Metadata registries (ISO/IEC 11179)
National Health and Medical Research Council Standards for Guidelines
Privacy Information Management (ISO/IEC 27701)
Storage Security (ISO/IEC 27040)
Systematic Nomenclature in Medicine (SNOMED)
Policies and procedures
The LCSP has developed a suite of policies and procedures that serve as rules and guidelines for data governance and drive clarity in processes and compliance. The LCSP Data Governance Committee has primary responsibility for endorsing and maintaining these policies and procedures, which include:
Data collection and management procedures 
Data processing procedures 
Data storage and security procedures 
Data usage, access, and sharing procedures 
Data archiving, retirement, and destruction procedures 
Data privacy and security policy
Continuity and disaster recovery policy.
[bookmark: _Ref111547075]Tools and systems
The LCSP is supported by a set of key tools and systems that enable data governance functions and data-related processes to be operationalised appropriately. Table 4 outlines the relevant tools and systems.
[bookmark: _Ref109760904]Table 4 | Tools and systems
	Tools and systems
	Description in the context of the LCSP

	Healthcare Provider Portal
	The Healthcare Provider Portal provides health providers and participants online access to electronic records collected as part of the LCSP. Participants are provided with a Healthcare Provider Individual Identifier (HPI-I) and a Provider Digital Access (PRODA) account. Affiliated providers submit relevant data and information for participants, nominate referral for participants, and opt out, defer or cease participant correspondence from the LCSP.

	METeOR
	METeOR is an online repository for national metadata standards. Within the LCSP, METeOR will provide GPs and other data providers with online access to dataset specifications and relevant national data standards. This software will also be used to guide the establishment of high-quality metadata and data standards for the LCSP.

	Privacy preserving record linkage (PPRL)
	PPRL ensures that patient names or other directly identifying particulars are not extracted from GP systems in the LCSP. This information is automatically encoded in the source systems in general practices using Linxsmart software prior to extraction. All data to be linked to the GP records are also encoded prior to the linkage using this technology for the purposes of PPRL.


[bookmark: _Ref108556117][bookmark: _Toc115782288]Central elements of the data lifecycle 
Data governance influences how data is managed throughout all steps in the data lifecycle, including: 
1. Data collection and management (see Section 4.2.1)
Data processing (see Section 4.2.2)
Data storage (see Section 4.2.3)
Data access, usage and sharing (see Section 4.2.3)
Data archiving, retirement, and destruction (see Section 4.2.5)
Each stage of the life cycle is supported by policies that outline roles, responsibilities and expected actions. 
	NOTE TO CANCER AUSTRALIA: THE DATA LIFECYCLE

	Section 4.2 provides a high-level overview of components the data lifecycle that may require further consideration if the LCSP is operationalised. Consideration may include data management policies and procedure development. 


[bookmark: _Ref108555944][bookmark: _Ref108555949][bookmark: _Toc115782289]Data collection and management
Collection and management principles
Collection and management principles, outlined in Section 2.2, shape the expectations for what data should be collected and how data should be managed across the LCSP. These principles are regularly reviewed by the LCSP Data Governance Committee in accordance with the process specified in Section 5.
Data collection and management roles
The LCSP requires active data collection and sharing across a range of service providers. There are four main roles stakeholders play in relation to data collection and management in the LCSP:
Healthcare providers and organisations collect data and transfer data to the register as part of the program delivery.
The Department of Health and Aged Care manage the register, extract and encode data, and provides AIHW with standardised data for reporting purposes.
AIHW monitor and report on LCSP, including reporting against the key performance indicators, linking data from the register to relevant data assets and datasets and where relevant, ensuring data linked across the LCSP is consistent across time periods for fair comparison.
Researchers and third-party data users’ access data stored in the register for approved purposes.
LCSP Data Governance Committee approve specifications for data collection in line with operational data requirements and agreed KPIs, as well as ensure data are collected and managed across the LCSP in accordance with relevant policies, procedures, and standards.
The main data collectors, data collection touch points and data items collected across the LCSP are outlined in Figure 3Error! Reference source not found. and [image: Table of data collection across the LCSP (screening) indicating what data is to be collected, the data collection point, and who is collecting the data. ]
Figure 4.
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[bookmark: _Ref115689308]Figure 3 | Data collection across the LCSP (screening)
[bookmark: _Ref111556100][image: Table of data collection across the LCSP (screening) indicating what data is to be collected, the data collection point, and who is collecting the data. ]
Figure 4 | Data collection across the LCSP (usual care)
[image: Table of data collection across the LCSP (usual care) indicating what data is to be collected, the data collection point, and who is collecting the data. ]



Data standardisation
Data standardisation supports the establishment of a high-quality and consistent data set. Data standardisation is particularly important in the LCSP considering the various collection methodologies from public and private providers. Delegated data stewards and data custodians are responsible for developing data standardisation frameworks and performing data standardisation processes in accordance with the Collection and Management Principles and procedure for data collection and management.
Metadata
Data collection across the LCSP is stored with the relevant metadata and associated with relevant data dictionaries to accurately define and specify such data. Procedure for data collection and management assigns responsibilities to delegated data custodians over the recording and maintenance of metadata for data collected. Metadata and data standards are stored and managed in MeTeOR (see Section 4.1 for further details on MeTeOR).
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Data validation and data quality standards
Data validation and quality standards ensure data is complete, consistent, and of a high-quality standard that is appropriate for use in program monitoring, reporting, and evaluation. Data validation and quality standards:
Facilitate reporting and benchmarking on data quality
Establish ongoing feedback loops along with regular audit and review cycles across the program to capture process improvement opportunities and identify inefficiencies
Ensure data is being used appropriately and for its intended purpose with respect to its quality
Implement a single source of truth and avoid duplication of data
Establish clearly defined roles and responsibilities for data-related stakeholders and advisory groups (along with training where appropriate). 
Delegated data stewards and data custodians are responsible for establishing an approach to managing data quality across the LCSP. They oversee the appropriate data validation, data quality frameworks and processes relating to data assets and collections in the LCSP. Validation is undertaken in line with the procedure for data processing.
Data custodianship
There are two data custodians in the LCSP, depending on the data processing requirements:
The Australia Department of Health and Aged Care are the data custodians of data held in the register, and program data. This custodianship occurs once the data is extracted and encoded prior to linkage.
AIHW are custodians of any data extracts from the register that are used for linkage, reporting and research purposes.
The LCSP Data Governance Committee are responsible for nominating, approving, and governing data custodians as well as assigning specific responsibilities for delegated data custodians.
Version control
Data custodians are responsible for maintaining a centralised version control of data assets and collections, managing the processing and storage of data onto a centralised and secured server within the register. Local access or distribution of such data is prohibited or limited.
Refer to Section 4.1 for the version control tools and systems supporting the program.
[bookmark: _Ref108556029][bookmark: _Toc115782291][bookmark: _Ref108556038]Data storage
Data storage and security
The storage and security of data collected occurs at both internal and external points across the LCSP.
Internal storage - data is stored and secured internally within the register.
External storage - data is stored and secured externally in data storage software or systems at a data provider level. 
Initially, data collected from the LCSP is externally stored at a data provider level. Following, the data is transferred from the data provider to the register, where data is extracted and encoded before being stored. Data providers will exchange this externally stored data as per the procedure for data storage and security outlined below, and data can only be internally stored by the register given consent as outlined in Section 4.2.4. 
Data providers must ensure data that is externally stored within their software and systems adheres to the data storage, privacy, and security requirements specified in the data privacy and security policy and procedure for data storage and security. Delegated data custodians, with oversight from the LCSP Data Governance Committee, must ensure that internally stored data in the register meets data storage, privacy and security requirements in accordance with the data privacy and security policy and procedure for data storage and security.
Procedure for data storage and security details the ICT-based security protocols for the register, including building and system access, firewall and malware protection, regular data backups and secure communications. 
Procedure for data storage and security sets a range of requirements for data storage and security that must be adhered to:
Compliance with privacy, security, and consent requirements
Compliance with program and data governance requirements
Data custodians are responsible for ensuring their data collections are protected from unauthorised access, alteration or loss
Providing and maintaining a safe electronic and physical environment for storage of data collections that protects protect both staff and its repositories of personal information.
Consistent and complete records of any changes to data collections
Clear tools, systems and procedures that ensure the appropriate handling of protected and sensitive data. 
Business continuity and disaster recovery management
Business continuity and disaster recovery will be managed by delegated data custodians as per policies and procedure for continuity and disaster recovery which identifies key disasters and threats to business continuity, the level of impact and the risk management strategy to ensure business continuity in the LCSP.
[bookmark: _Ref110546629][bookmark: _Toc115782292]Data access, usage, and sharing 
Permissions for data access, usage, and sharing
Requests to access, use, and share data held in the register must be authorised by the LCSP Data Governance Committee, with approval from the AIHW Ethics Committee. The permittable and ethical purposes for data access, use, and sharing are:
To perform monitoring, reporting, and evaluation of the LCSP.
To perform research and analytics with relevance to lung cancer or cancer screening programs.
To inform future development of equipment, tools, and infrastructure for the LCSP. 
Other reasons for data access and usage are considered and approved by the LCSP Data Governance Committee. All permitted access and usage of data must adhere to the rules and guidelines set out in data privacy and security policy and procedure for data usage, access, and sharing.
Internal data access and usage
Internal data access and usage relates to stakeholders outlined in the Section 3.1 or stakeholders involved in the register.
Procedures relating to ICT security provide the first level of data access management. These procedures are outlined in the procedure for data usage, access, and sharing and include use of passwords, access to servers, hardware, the online provider and participant portal to the register and requirement for confidentiality approval before given access.
Internal data access and usage should adhere to data privacy and security policy and the procedure for data usage, access, and sharing. Requirements for internal use and access of data are also subject to specified agreements and compliance to relevant policy and legislative obligations. The LCSP Data Governance Committee are responsible for authorising permissions for internal data access and usage.
External data access, usage, and sharing
All external data access, usage and sharing of data held in the register must be authorised by the LCSP Data Governance Committee, with approval from the AIHW Ethics Committee, based on ethical and appropriate use of health data.[footnoteRef:12] In terms of external data sharing, there are two main ways data is shared to stakeholder groups and the public: [12:  National Health and Medical Research Council (2015). Principles for accessing and using publicly funded data for health research
Canberra: National Health and Medical Research Council] 

Data sharing, of de-identified and aggregate data, is where data is made available to third party agencies, organisations, or individuals under agreed arrangements
Data release, of de-identified and aggregate data, is when data is made publicly available with few or no restrictions on who may access and use the data. 
All external data access, usage, and sharing should adhere to data privacy and security policy and the procedure for data usage, access, and sharing. External data access, usage, and sharing must adhere to relevant legislative requirements and contractually agreed upon and approved through formal application from third party agencies, organisations, or individuals with legal implications for when agreements are dissented. All requests for external data access, usage, and sharing must accord to the forms and procedures outlined in the procedure for data usage, access, and sharing. Requests for external data access, usage, and sharing are reviewed by the LCSP Data Governance Committee and require approval from the AIHW Ethics Committee prior to the LCSP Data Governance Committee granting authorisation. Agreements must be managed in accordance with policy and legislation, as well as conditions set by data providers and data custodians, and LCSP Data Governance Committee. 
[bookmark: _Ref108556051]Specifications for consent
Data access, use and sharing relies on participant consent and clear provisions around the use and disclosure of data. The consent process for the LCSP has two main steps:
Formal consent for risk assessment and shared decision making, including consent for data upload to a National Register
Formal consent after risk assessment and once participant has agreed to be referred to the program.
The provision of formal consent for a national program applies across jurisdictional borders as per the data privacy and security policy.
The collection and documentation of consent from participants is essential for the LCSP. Participants will be required to provide their consent at several points in the screening and assessment pathway and can withdraw their consent at any time. Consent for data use is included as part of broader consent to participate in the LCSP, collected in the written or digital form and stored as a digital record in the register with accordance to data privacy and security policy. Data providers are responsible for documenting consent and delegated data custodians will be responsible for managing the collected consent data. 
[bookmark: _Toc115782293][bookmark: _Ref109216300]Data archiving, retirement, and destruction
Data archiving, retirement, and destruction
Data collected and stored in the register are ongoing as per the procedure for data collection and management and procedure for data storage and security, meaning there is not intent to archive, retire or destroy data and there are no finite periods of storage, access, use, and sharing. In the instance the LCSP Data Governance Committee determines that the collection is no longer required for its original purpose, the LCSP Data Governance Committee will seek to archive, return or destroy the collection. When data is archived, retired or destroyed as per the discretion of LCSP Data Governance Committee the participant, where possible, who the data relates to will be notified by a delegated data custodian.
If a participant withdraws their consent from the program, future data will not be collected and stored, however previously collected and stored data remains consented to its original permissions and purpose. This is outlined in consent documentation provided to participants. Requests to withdraw consent for use of future data should align to the procedures for data archiving, retirement, and destruction. These requests are processed by data custodians and reviewed and approved by the LCSP Data Governance Committee. The participant requesting the withdrawal of consent is notified of the outcome of their request by a delegated data custodian.
[bookmark: _Toc115782294]Compliance and risk management
Data governance of the LCSP is supported by rigorous controls, measures, policies, and procedures that manage compliance and risks in line with data security, privacy and confidentiality requirements. The program and relevant stakeholder will act in a timely manner in the event of any risk or threat to program, safeguarding against such risks and improving controls, policies and procedures for future prevention. Table 5 outlines the key data-related risks impacting the LCSP, assigned responsibilities in managing certain risks, the high-level operational measures, and the relevant risk management procedure.
[bookmark: _Ref109130177]Table 5 | Key risks, responsibilities and operational measures
	Key risks
	Responsibility
	High-level operational measures

	Data breach
	Chief privacy officer, Risk and Security Committee, LCSP Data Governance Committee
	Digital data asset register
Data and IT security policies, procedures and protocols
Mandated sanctions to prevent breaches of data security
Data breach register
Data incident register
Network access controls 
Data back-up and restoration plan
Centralised log management
Anti-virus protection software and firewalls.

	Privacy breach
	Chief privacy officer, Risk and Security Committee
	Privacy policies, procedures and protocols
Mandated sanctions to prevent breaches of privacy
Privacy breach register
Privacy incident register
Network access controls
Anti-virus protection software and firewalls.

	Ethics Breach
	Risk and Security Committee, LCSP Data Governance Committee, AIHW Ethics Committee
	External escalation plan to communicate ethics breaches from external committees to the LCSP Data Governance Committee
Secure data sharing and access protocols.


[bookmark: _Ref111550689][bookmark: _Toc115782295][bookmark: _Ref110527131]Review and feedback
It is essential the LCSP continuously monitors and evaluates its data governance performance and outcomes. Two types of review should occur in line with the scheduled review cycle, updates to the LCSP and data governance, or relevant changes within the policy and legislative environment:
A review of this Data Governance Framework document 
A review of the guiding principles, strategic and operational components of data governance, outlined in Section 2.
The purpose, triggers, responsible personnel, and timeframe for each type of review is set out in Table 6. 
[bookmark: _Ref109738677][bookmark: _Ref109738673]Table 6 | Review and feedback
	Review
	Purpose
	Triggers for review
	Primary responsibility
	Timeframe

	Data Governance Framework
	To ensure that the data governance is being carried out appropriately across the program in accordance with the vision, objectives, and intended outcomes for data governance. 
	Regular 2-year review cycle Changes to related policy and legislation
Changes to contractual agreements
Updates to key data-related processes, procedures, standards controls, and tools and systems
Updates to program and data governance structures
Changes related to the AIHW Ethics Committee
Changes to program and data governance strategic direction.
	LCSP Data Governance Committee, LCSP Quality, Safety and Management Committee 
	Reviewed every 2 years from the date of the previous review

	Key components of data governance
	To drive effective and efficient data governance across the LCSP and strength the alignment between the guiding principles, strategic and operational components of data governance to its vision, objectives and intended outcomes.
	Regular 2-year review cycle Changes to related policy and legislation
Changes to contractual agreements
Identification of critical risks and threats
Changes to budget
Changes related to the AIHW Ethics Committee
Changes to program and data governance strategic direction
Potential improvement opportunities and implementation of significant changes.
	LCSP Data Governance Committee, Risk and Security Committee
	


[bookmark: _Toc115782296]Glossary of terms 
Table 7 | Acronym list
	Acronym
	Term

	AHW
	Aboriginal health worker

	AIHW
	Australian Institute of Health and Welfare

	AHP
	Aboriginal health practitioners

	eMR
	Electronic medical records

	GP
	General practitioners

	KPI
	Key performance indicator

	LCSE
	Lung cancer screening enquiry

	LCSP
	Lung cancer screening program

	LDCT
	Low dose computed tomography scan

	MDT
	Multi-disciplinary team

	PBSF
	Population-based screening framework


Table 8 | Glossary of terms
	Term
	Definition

	Data
	Units of information about persons, businesses and other organisations and its storage in either structured, semi-structured or non-structured formats.

	Data archival
	The process of transferring data that is no longer used for its intended purpose, in relation to the monitoring, reporting and evaluation of a potential LCSP, to a separate legacy register where it will be stored without ability to access.

	Data collection
	The process of acquiring data from various sources, either internally, held on the behalf of other parties or merged from other data collections. The sources of data will influence conditions and controls placed on them.

	Data destruction
	The process of removing data that is no longer used for its intended purpose, in relation to the monitoring, reporting and evaluation of a potential LCSP, without back-up or storage to a separate legacy register.

	Data linkage
	Bringing together data from different sources across the LCSP pathway and identifying information from different sources to identify records relating to the same unit.

	Data policies and guidelines
	Provide agreed rules for strategic decisions relating to data in an organisation that are consistent with legislation and government policy.

	Data registry
	The repository of all data holdings and includes dates of commencement of collection, duration of use and storage and any potential restrictions.

	Data retirement
	The process of transferring data that is no longer used for it intended purpose, in relation to the monitoring, reporting and evaluation of a potential LCSP, to a separate legacy register while retaining access to this data.

	Data sovereignty
	Data sovereignty relates to the extent to which people can decide for themselves how their data is used and stored, and the level of control and ownership they retain over their data. 
As it relates to Aboriginal and Torres Strait Islander peoples, (Indigenous) data sovereignty expresses Aboriginal and Torres Strait Islander people’s right to maintain, control, protect and develop their cultural heritage, traditional knowledge and traditional cultural expressions, as well as their right to maintain, control, protect and develop their intellectual property over these.

	Exclusion Criteria
	Criteria for exclusion in the Program as a participant – full thoracic CT scan within the last 12 months or planned in the next 3 months, weight exceeds restrictions for the scanner (>200kg), unable to lie flat, poor physical fitness/performance status such that treatment with curative intent would be contraindicated or concurrent major medical illness, current or past lung cancer diagnosis, other cancer diagnosis (< five years ago, including renal, breast, melanoma and non-pulmonary) and intercurrent lung condition within the previous 12 weeks (scan to be delayed by three months).   

	Eligibility for Scan Criteria
	Criteria for participants to be eligible for a scan - currently PLCOm2012 six-year risk score >=1.51%

	Feasibility for Scan Criteria
	Criteria for eligible participants to feasibly have a scan - currently <200kg, able to lie flat and intercurrent lung condition.

	Goals (or aims)
	The results expected from the Lung Cancer Screening Program (LCSP), whose performance will be measured.

	Input
	The resources used to create the Lung Cancer Screening Program (LCSP.

	Inclusion Criteria
	Criteria for inclusion in the Lung Cancer Screening Program (LCSP)  as a participant - currently Age & Indigenous Status (Indigenous 50 to 75 years; Non-Indigenous 55 to 75 years); smoking behaviour (current or former)

	Key performance indicator (or indicator)
	A measurable element of practice performance that can be used to assess the quality, and hence change in quality, or the care provided. May also be referred to as a quality indicator. 
Indicators are tied to goals and objectives and serve as the benchmark by which to measure the degree of success in goal achievement. Performance indicators are quantitative tools that are usually expressed as a rate, ratio, or percentage. 

	Minimum data set
	For the context of this project the minimum data set is the minimum set of data elements which must be collected and reported across Australia. The minimum data set should facilitate reporting against the KPIs. 

	Outcome
	The impact of the Lung Cancer Screening Program (LCSP), or the results achieved. Outcomes may be for an individual or for the whole population and can be measured from various perspectives. Outcomes may be short, medium, or long. 

	Output
	The volume and type of service provided, usually measured in quantitative terms such as number of consumers treated, contacts, bed days or episodes of care.

	Participant
	See screening program participant.  

	PLCOm2012
	A validated logistic regression lung cancer risk prediction model based on data collection from the control arm of the Prostate, Lung, Colorectal and Ovarian Cancer Screening Trial (PLCO).

	Program
	The set of activities that constitute the lung cancer screening program from recruitment through to reporting of assessment.  Includes initial baseline scans, subsequent re-scans (at fixed 2-year intervals) and surveillance scans.

	Scan
	A Low Dose Computed Tomography (LDCT) scan of the lungs

	Re-scan
	The return of a participant two years after they have had a “No significant finding” assessment.

	Surveillance scan
	The scan of a participant 12 months after they have had a “low malignancy risk” assessment OR the scan of a participant 3 months after they have had a “moderate malignancy risk” assessment.

	Screening program population 
	People who are in the eligible age range, do not meet the exclusion criteria and who are ever smokers. 
Not all of the screening program population will be eligible for a scan.  It will not be feasible for all eligible participants to have a scan.

	Screening program participant
	Members of the screening program population who are recruited and consent to participate in the program. The screening program participants undergo a PLCOm2012 risk assessment.  are deemed eligible for the LCSP based on their PLCOm2012 risk assessment and who LDCT is considered feasible. 

	Screening program participant - eligible
	Members of the screening program participant cohort who score >1.5% on the PLCOm2012 risk assessment.  

	Eligible participant - scanned
	Members of the screening program participant – eligible who undergo a LDCT scan.  

	Eligible participant – not scanned
	Members of the screening program participant – eligible who do not undergo a LDCT scan. This may occur as the scan is not feasible, because the participant becomes ineligible or because the participant withdraws from the program. 

	Screening program participant - ineligible
	Members of the screening program participant cohort who score <1.5% on the PLCOm2012 risk assessment.  

	Target population
	The population group primarily targeted by the Lung Cancer Screening Program. 

	Usual care
	Care that is outside the direct remit of the screening program, including care relating to diagnosis, treatment, and management of lung cancer. 






[bookmark: _Ref111483785][bookmark: _Toc111541110][bookmark: _Toc115782297]The lung cancer screening and assessment pathway
The aim of lung cancer screening is to increase early diagnosis and lung cancer survival rates while minimising the potential harms associated with cancer screening. The standard journey through the screening pathway for those in the Screening Eligible Population with scan result of high malignancy risk or suspected cancer (indicated in orange) is outlined below. The pathway for the Screening Eligible Population with scan result of no significant findings, low or moderate malignancy risk, or who exit the pathway would have a less direct journey through the pathway is indicated in blue. 
[bookmark: _Ref111717155]Figure 5 | Lung cancer screening and assessment pathway
[image: Diagram of the LCSP screening and assessment pathway]
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Table 9 | Relevant policies and legislative documents
	Relevant documentation
	How it informs the Governance Framework

	National policy, legislation, and guidelines

	Privacy Act 1988 (including Australian Privacy Principles) 
	The Privacy Act alongside the Australian Privacy Principles informs the privacy and security principles in this Framework and reinforces the policies and procedures pertaining to data collection, use, storage and access.

	Freedom of Information Act 1982
	The Act provides considerations for the policies and procedures relating to data access and sharing in the LCSP alongside principles for usage, access and sharing in this Framework.

	Data Availability and Transparency Act 2022
	The Act informs to policies, procedures, and agreements associated with accessing and sharing data in the LCSP, particularly with regulatory safeguards in place for data sharing to private entities, unincorporated bodies, and foreign entities.

	National Health Information Agreement
	The National Health Information Agreement provides various standards focused on national minimum data sets, specifications for performance indicators, and inclusions to the National Health Data Dictionary are incorporated into the data collection and storage requirements and policies referred to within this Framework.

	National Cancer Screening Register Act 2016
	The Act lays out the role and responsibility of the NCSR relative to the program’s data governance and informs procedures for data storage, use and sharing.

	National Health and Medical Research Council Act 1992 (including national clinical practice guidelines)
	The Act and related national clinical practice guidelines inform principles and requirements for data access and use, as well as policies and procedures for data governance. 

	Australian Immunisation Register Act 2016
	The Act provides considerations for an approach to consent along with requirements for data access, use and sharing.

	AIHW National best practice guidelines for collecting Indigenous status in health data sets
	The national best practice guidelines for collecting Indigenous status in health data sets informs procedures for data collection from Aboriginal and Torres Strait Islander peoples, as well as culturally safe data governance principles and practice.

	State and Territory policy, legislation, and guidelines

	Government Information (Public Access) Act 2009 (NSW)
	The Act informs considerations for procedures and policies relating to data access and release to the public. 

	Statutory Guidelines on Research (NSW)
	The statutory guideline requires research proposals to be submitted and reviewed by the Human Research Ethics Committee. The guideline sets out the procedure for the preparation of proposals. Organisations seeking to use or disclose health information (without the individual’s consent) must comply with the guideline if they want to rely on the research exemption in HPP.

	NSW Health Consent to Medical and Healthcare Treatment Manual (NSW)
	The Health Consent to Medical and Healthcare Treatment Manual provides considerations to guide the design and development of consent procedures.

	Health Records Act 2001 (VIC) (including Health Privacy Principles)
	The Act and Health Privacy Principles provides considerations for data destruction procedures.

	The Privacy and Data Protection Act 2014 (VIC)
	This legislation regulates the way information is collected, used, disclosed, kept and accessed.

	Queensland Public Health Act 2005 (QLD)
	The Act provides the basic safeguard necessary to protect public health and includes provisions for collection of cancer screening information.

	Information Privacy Act 2009 (QLD)
	The IP Act contains two sets of privacy principles, which regulate how personal information is collected, secured, used and disclosed by Queensland public sector agencies.

	Hospital and Health Boards Act 2011 (QLD)
	The object of this Act is to establish a public sector health system that delivers high quality hospital and other health services to persons in Queensland having regard to the principles and objectives of the national health system.

	Western Australia Public Health Act 2016 (WA)
	The Act regulates public health in Western Australia, including across the collection of health information on the incidence and prevalence of diseases and other public health risks for research purposes.

	Personal Information Protection Act 2004 (TAS)
	An Act to regulate the collection, maintenance, use, correction and disclosure of personal information relating to individuals data.

	The Territory Privacy Principles (TPPs) (ACT)
	Set out standards, rights and obligations for the collection, use, disclosure, storage, accessing and correction of personal information (including sensitive information). They are principles-based rather than prescriptive.

	Health Records (Privacy and Access) Act 1997 (ACT)
	The Act covers privacy and integrity of, and access to, personal health information, and for related purposes.

	Health Care Act 2008 (SA)
	An Act to provide for the administration of hospitals and other health services; to establish the Health Performance Council and Health Advisory Councils; to establish systems to support the provision of high-quality health outcomes; to provide licensing systems for ambulance services and private hospitals; to assist with the provision of laboratory services and facilities associated with veterinary science; and for other purposes.

	The Information Act 2002 (NT)
	Combined laws related to information privacy, freedom of information, and public records into a single Act.
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Enablers are operational components that support governance levers by ensuring the right
people are responsible, the right processes are in place, and the right technology is used.

Data governance is shaped
by guiding principles across
four key domains.

GOVERNANCE

COLLECTION &
MANAGEMENT

PRIVACY & SECURITY

USAGE, ACCESS
& SHARING
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LCSP GOVERNANCE STRUCTURE

Strategic Advisory Committee
——---@ ° Advise future policy directions and program development
* Identify emerging challenges and risks to the program
* Inform research priorities under the program’s research function.

LCSP Quality, Safety and Management

Committee

P S — p ° Oversee delivery of a potential LCSP including <€
quality, safety and monitoring of program

* Identify risks and issues impacting the program

* Promote coordination, integration and innovation
across the overall program.

Chief Privacy Officer

 First point of contact for providing advice to
staff on privacy matters

* Responsible of notification of breaches and
unlawful disclosure.

Consumer Advisory Group

* Advise on the equitable program development and delivery to
diverse groups of consumers

Engage with consumers and draw insights to improve policies,

g
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PROGRAM MANAGEMENT
AND OVERSIGHT

? i processes and procedures.
) ) ) i i Aboriginal and Torres Strait Islander Advisory Group
Risk and Security Committee e i i * Advise on culturally safe and sensitive development and delivery
» Conduct risk and security audits of data v T ! of the program
collection and management processes. i ----@® » Provide guidance on the appropriate collection, management, and
i reporting of data relevant to Aboriginal and Torres Strait Islander
A ! peoples.
i v
! LCSP Data Governance Comm!ttee - Australian Institute of Health and Welfare
i * Ensure a potential LCSP is monitored in line AIHW
i with agreed data governance and quality ( ) )
EJ) ------------ 4 assurance frameworks D rmmmmmmmmme——- $ * Perform performance reportlng and
> - Endorse data management policies and i docum.entat|on of data collections across a
< frameworks i potential LCSP.
Z » Approve data access requests for research i
v PP q !
[T purposes. E
8 ? i Australian Institute of Health and Welfare
) ® i (AIHW) Ethics Committee
< Data Custodian(s): bommmmmmmmeees # . Review and approve data access apd Iinkage
I<_E * Responsible for the strategic management of requests for research purposes in line with
o) P g 9 NHMRC guidelines.

the LCSP data assets in line with strategic
intent, legislation and government policy

* Lead the review, monitoring and reporting on
data-related policies and processes.

A

Data Steward(s):

* Exercise day to day responsibility for data
quality and management

* Maintain metadata and procedures

* Oversee staff training.

DATA
MANAGEMET
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DATA COLLECTION

DATA TO BE COLLECTED

Data
collection
point

Data
collector

* Deidentified
sex data

* Deidentified
age group
data

Patient
demographic
details and
individual health
identifier

Weight and BMI
GP details.
PLCOM2012 risk
score and date
completed
smoking cessation
advice offered
Consent to
participatein the
program
Withdrawal or opt
out

+ Data referral + Date of LDCT
provided « Attendance at
+ New referral or LocT
surveillancereferral + Volumetric CT
Dose Index/
Dose Length
Product
+ Identifier of

radiographer

« PanCan Risk
Assessment

« LungRADS

« Identifier of

radiologist

Date of reporting

Accessibility of

relevant previous

LbcT

+ Date results

received

Reason results

not provided to

participants

+ Data referral
provided
Reason referral
not provided

No official data
collection touch
point.

No official data
collector.

Data collection
beginswhen
PLCOM2012 risk
assessmentis.
completed

Data is collected
for all participants
- including those
whose risk
assessment score
makes them
ineligible and
those who cannot
feasibly undertake
ascan

GP, Aboriginal
Health Worker,
Aboriginal Health
Practitioner or
primary care nurse

+ Data collectedat the + Data will be
point of referral for  collected when
participants whoare  LDCT scanis
eligible for the conducted
program and can
feasibly undertake a

scan
. GP « Radiographer
« Administration

staff

+ Data collected at
point radiologist
reads and reports
scan

+ Data collected
when GP receives
results

« Data collected
when GP provides
participant with
results or LCSR
notifies
participants of
results

+ Radiologist
* GPs.
* LCSR

« Data collected
when GP refers
participant to
MDT
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NOUS

ABOUT NOUS

Nous Group is an international management
consultancy with over 500 people working
across Australia, New Zealand, the United

Kingdom, Ireland and Canada. With our broad

consulting capability, we can solve your most

complex strategic challenges and partner with
you through transformational change.

/ 500 60 5
per‘fOF‘maﬂCG influence PEOPLE PRINCIPALS COUNTRIES

2021 NET PROMOTER SCORE

- global consulting average: +70.1
Australia | New Zealand | UK | Ireland | Canada
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